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The Reuters Institute and the University of Oxford recently called 2018 a year of
“techlash ”.1 Politics, news media and the public were all seen rebelling against the omnipotence of Silicon Valley and increasingly demanded that tech giants be held accountable for their influence on democratic processes and their exploitation of private data
to turn massive profits. Apple CEO Tim Cook said in an interview last November that
“the free market is not working”, and that new regulations for the tech industry have
become “inevitable”.2
Facebook, Twitter and Google have all deployed relevant resources in an attempt to
bring solutions to their undeniable role in spreading misinformation. From new policies to tech remedies to user bans,3 several actions were taken in order to target dangerous and unacceptable content. As The Reuters Institute says in its report, however,
new crises spread every week “like a game of whack-a-mole”. Both the platforms and
the methods used by disinformation campaigns morph quickly: WhatsApp showed its
dangerous colours last summer, when disinformation campaigns played a role in the
rise to power of Brazil’s Jair Bolsonaro, 4 while Facebook was back on the spotlight by
year-end when its “groups” feature was used to organise various hate narratives around
the ‘Gilets jaunes’ demonstrations across France.
Messaging apps are proving increasingly insidious in their role in spreading disinformation: they benefit from the fact that they originate from friends of the user, and thus
tend to be perceived as more “truthful”. Indeed, the Reuter’s Institute 2018 Digital News
Report 5 found that while the use of social media for news started to fall in key markets mainly due to the specific decline in news sharing on Facebook – conversely, the social
news usage of messaging apps keeps rising, up by as much as half of the survey’s sample
in 2018. In particular, WhatsApp use for news has tripled since 2014. The same report
notes some public appetite for government intervention to stop ‘fake news’, especially
in Europe (60%) and Asia (63%). By contrast, only four in ten Americans (41%) thought
that government should do more.
This report offers an overview across the global landscape of the remedies adopted by
governments whose objective is to combat the disinformation crisis, but with extremely
diverse intent and effects.

1

2
3

4
5

Journalism, Media and Technology Trends and Predictions 2019
https://reutersinstitute.politics.ox.ac.uk/our-research/journalism-media-and-technology-trends-and-predictions-2019
https://www.ft.com/content/b8bc0108-eb51-11e8-89c8-d36339d835c0
The glorious day when Apple, and shortly after Facebook, Youtube and Spotify, finally banned Alex Jones
and his Infowars https://www.theguardian.com/technology/2018/aug/06/apple-removes-podcasts-infowars-alex-jones
WhatsApp is allegedly used by 120 million of its 210 million citizens: https://theconversation.com/
whatsapp-skewed-brazilian-election-proving-social-medias-danger-to-democracy-106476
http://www.digitalnewsreport.org/survey/2018/misinformation-and-disinformation-unpacked/
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I. First and foremost:
it is NOT “fake news”
In this briefing we indicate fake information – deliberately manufactured in order
to manipulate public opinion – with the terms disinformation, misinformation,
propaganda or hoax. We refuse to use the term “fake news” and all it stands for. This
expression was invented as an insult to be used against the profession of journalism
specifically when it fulfils its most noble function: holding the powerful accountable
and calling them out on their misdeeds.
Originally used to define anything from Russian trolls to hate speech, to Iranian disinformation and almost anything in between 1, the expression has been weaponized
to become a politicized buzzword used almost exclusively to criticize news media.
“Fake news” has now arguably lost any meaning, and often just indicates statements that
people disagree with.
In this text you will therefore only find “fake news” when we feel the expression cannot
be replaced, and always in quotation marks. Specifically, we use the term when it is
taken verbatim from the regulation we are reporting about, to indicate the content that
is sanctioned by that piece of legislation.

1
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https://www.poynter.org/fact-checking/2018/reporters-stop-calling-everything-fake-news/
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II. Introduction
Disinformation is nothing new. The main difference since the advent of new media is
how much of it there is, and how far it reaches. Indeed, notwithstanding the fact that
TV and traditional news media still play a fundamental role in the dissemination of
information, users increasingly rely on online sources to stay informed.
In recent years, the online spread of disinformation has raised serious concerns worldwide. The risk for democracy, the threat for fundamental rights and the reduced role
of traditional channels of information are only some of the dangers that have emerged
since the 2016 Brexit referendum and the US presidential election the same year.
The shift toward the digital dissemination of information was largely determined by
the possibility to produce, to distribute and to access information directly from personal devices, at little or no cost. This has made online content particularly influential on
the formation of mass public opinion, and consequently on the whole of society.
Moreover, the online dimension has contributed to radically foster pluralism. A user
can access more and more information sources for just the cost of an Internet connection. But this positive effect is offset by the increasing difficulty in assessing the quality
of the huge amount of information, and in selecting the most reliable sources.
Furthermore, the development of new technologies – in particular the increasing use of
algorithms and artificial-intelligence systems in the creation of “tailored information”
for a target audience – sparks even more complex preoccupations concerning freedom
of speech and opinion, and the autonomy of users to form their opinions in the digital
environment.
Propaganda content finds fertile ground for dissemination on online platforms, which
are usually neither accountable nor responsible for content uploaded or generated by
users. Rather, online platforms have acquired increasing influence on the balancing of
users’ fundamental rights, considering the discretion they apply in removing flagged or
signalled content whose illicit nature is not always so evident. This raises obvious and
complex questions over which law is applicable, especially across jurisdictions.
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Scope and methodology
The purpose of this report is to investigate how different countries are addressing the
issue of disinformation on regulatory grounds.
More specifically, this report will describe what measures have been proposed or adopted around the world in order to tackle online propaganda.
As a preliminary remark, we should underline how the proposals are fragmented and
often unsatisfactory. Although proposals around the world seem to share the same objective (i.e. to fight the spread of disinformation), there is no unique regulatory solution
and the results often raise serious concerns for freedom of expression.
However, it is possible to define at least two main trends. First, some countries have
criminalized the spread of disinformation by sanctioning users and/or social media
platforms for failure to comply with domestic legislation. Second, other countries have
chosen not to intervene in the information market, instead publishing reports promoting media literacy and forming task forces and working groups to analyse the risk of
disinformation.

6
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III. National measures
around the world
1.

Americas

The United States presidential election in 2016 was one of the events that triggered
the “fake news” debate. The protection of freedom of expression – as enshrined in the
First Amendment of the US Constitution – enjoys an unparalleled level of protection.
Despite this consideration, a bipartisan bill, named the Honest Ads Act, was presented
on 19 October 2017 with the purpose of increasing “transparency and accountability for
online political advertisements.” 2 More specifically, the text indicates that its objective
is to “enhance the integrity of American democracy and national security by improving disclosure requirements for online political advertisements, in order to uphold the
United States Supreme Court’s well-established standard that the electorate bears the
right to be fully informed.”
This bill requires Internet companies to disclose details on political advertisements
hosted in their online spaces. Under the Federal Election Campaign Act of 1971, only
traditional channels of communication, such as newspaper and radio, are required to
disclose who has paid for any political ads. The bill would amend this to make “reasonable efforts” to ensure ads aren’t purchased “directly or indirectly” by foreign countries.
As clearly indicated in the “findings” that open the bill, the main reason for this proposal is the suspected involvement of Russian president Vladimir Putin in seeking to sway
the result of the US election, as well as the use of bots aimed at “manipulating public
discourse to a highly targeted audience.”
In November 2017, a parliamentary hearing of the main representatives from
Facebook, Twitter and Google confirmed that Russia had played a pivotal role in
manipulating information disseminated through their platforms.3 The bill seeks
to prevent “contributions, expenditures and disbursements for electioneering
communications by foreign nationals in the form of online advertising.”

2
3

https://www.congress.gov/bill/115th-congress/senate-bill/1989/text
https://www.economist.com/united-states/2017/10/26/americas-tech-giants-have-no-political-party-toprotect-them
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The Honest Ads Act is advancing through the legislative process in the US Senate, and
it was recently discussed at the Judiciary Subcommittee on Crime and Terrorism.
It is worth mentioning that, among other actions, the US government compelled the
Russia Today TV network to obey the Foreign Agents Registration Act of 1938. This
register requires agents with the capability to influence the government or public to
“make periodic public disclosure of their relationship with the foreign principal, as well
as activities, receipts and disbursements in support of those activities.”
At state level, in September 2018, California adopted a law to support media literacy in
public schools.4 The US Department of Education is required to list materials on how to
evaluate trustworthy media.

In Canada, a new bill has been proposed requiring online companies to increase the
degree of transparency concerning their policies in the field of disinformation and advertising. The bill aims to prevent foreign influence through social media. Moreover,
online platforms are required to set a registry of all digital advertisements placed by
political parties or third parties during the pre-writ and writ periods and to ensure they
remain visible to the public for two years.5
Moreover, the Government has clarified its intention to tackle misinformation in view
of elections. More specifically, Canada set a “Critical Election Incident Public Protocol”
whose aim is to monitor and increase cooperation with other agencies about disinformation attempts.6

Brazil has made several attempts at solving the problem of “fake news” with regulation: its Parliament has proposed almost 20 bills aimed at dealing with the issue. It
is possible to observe how the majority of them have proposed to introduce criminal
sanctions for the spread of such information.
Bill PL 9884/2018 proposes penalties of up to eight years in prison for “creating, disclosing or sharing false news that may modify or misrepresent the truth about a natural
or legal person that affects the relevant public interest” on the Internet.

4
5
6

8

https://www.voanews.com/a/california-media-literacy-law/4583402.html
https://www.ctvnews.ca/politics/election-reform-bill-passed-in-time-for-implementation-in-2019federal-vote-1.4212822
https://www.canada.ca/en/democratic-institutions/services/protecting-democracy/critical-electionincident-public-protocol.html
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Meanwhile, bill PL 7604/2017 aims to hold social-media platforms accountable by establishing a $12.8 million fine for failure to comply with the obligation to remove online
content within 24 hours. Another bill criminalizes “the conduct of those who offer, publish, distribute, or disseminate news or information that is known to be false through
electronic or printed media” with up to one year in prison.7
None of these bills has been approved, due to the high concern for freedom of expression. However, due to the instability of the Brazilian political environment and the
last debate during the presidential election, it cannot be excluded that other proposals
could be presented.
In the words of the Reuters institute 8, “the Brazilian elections where something of
a test case for whether it is possible to track and debunk misleading information on
Whatsapp”.
WhatsApp is extremely widespread in the country, where 120 million of the 210 million
citizen use it. Messages shared through this platform benefit from the fact that they
originate from friends of the user, and thus tend to be perceived as more truthful, even
though they are often created by sources with ulterior motives. Brazil’s highest electoral court created an advisory board on internet and elections 9 to investigate disinformation in Brazil’s 2018 election and propose regulations to limit its impact in future
political processes.

In February 2018, Honduras proposed a bill to tackle hate speech and discrimination online. The main issue of this law is the increasing discretion granted to public
authorities to suppress free speech. This new bill is of special concern, due to the human-rights situation in Honduras.
According to the bill, online service providers are obliged to remove hate speech or
discriminatory content within 24 hours. In case of failure to comply with such obligations, such providers could be fined or blocked. The latest draft of the bill also creates a
national cybersecurity committee to receive reports and relay them to websites and
companies, and to develop policy strategies on issues ranging from cybercrime to hate
speech and “fake news.” 10 Moreover, online service providers dealing with user-generated content would be obliged to remove information or block access to it, if ordered to
do so by the special committee.

7
8
9
10

http://www.camara.gov.br/proposicoesWeb/prop_mostrarintegra?codteor=1646276&filename=
Tramitacao-PL+9838/2018
https://agency.reuters.com/content/dam/openweb/documents/pdf/news-agency/report/
journalism-media-and-technology-trends-and-predictions-2019.pdf
http://www.tse.jus.br/imprensa/noticias-tse/2018/Outubro/conselho-consultivo-sobre-internete-eleicoes-discute-impacto-das-fake-news
https://www.elheraldo.hn/pais/1149681-466/proyecto-promoverá-creación-de-comisiónnacional-de-ciberseguridad
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In Mexico, ahead of the elections in July 2018, the National Electoral Institute partnered with Facebook, Twitter and Google on a project called #Verificado2018 11, an alliance of 60 Mexican media outlets, universities and non-profit groups set up to check
facts and to flag false information about the election race. In the weeks running up to
the election, the surge in volume of “fake news” was particularly noteworthy.12 Controlling the phenomenon is particularly complex in a country where social media has
positioned itself for a while as an important counterbalance to government-controlled
media.
But analysis by NiemanLab argues that the most innovative actions taken by Verificado
are those against the “fake news” spreading through platforms such as WhatsApp.13 In
an environment of encrypted messages, videos and memes, Verificado set up a dedicated line to which interested parties could write to verify information: a debunking
initiative, but on-demand only. In addition, the debunks were featured on Verificado’s
WhatsApp status updates – which changed an average of 10 times a day ahead of the
elections – making it easy for users to directly share the information with their network.
In the first two weeks from its launch, the Verificado line had gained 4,800 subscribers,
received 18,500 messages and answered 13,800. On 9 July, Verificado announced on its
website14, and on its Facebook15, and Twitter16 profiles that it was stopping its activities.
At that point the Twitter and Facebook followers of Verificado accounts exceeded 200
thousands, and their Whatsapp line had more than 10 million subscriptions.

In Nicaragua, the government has declared for a few months now its intention to
introduce regulation to control disinformation online.17

11
12
13
14
15
16
17
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https://verificado.mx
https://www.theverge.com/2018/6/27/17503444/mexico-election-fake-news-facebook-twitter-whatsapp
http://www.niemanlab.org/2018/06/whatsapp-is-a-black-box-for-fake-news-verificado-2018-is-making-real-progress-fixing-that
https://verificado.mx/hasta-luego-hoy-cierra-verificado-2018
https://www.facebook.com/Verificado2018/videos/1974817465903926
https://twitter.com/verificadomx?lang=en
https://noticieros.televisa.com/ultimas-noticias/analizaran-legislacion-fake-news-plataformas-digitales/;
https://panampost.com/karina-martin/2018/03/15/nicaragua-social-media-controls-dictatorship-handbook/?cn-reloaded=1.
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2. Africa and the Middle East
Countries in both Africa and the Middle East have implemented anti-fake news legislation, or extended the scope of their national laws to tackle disinformation, under the
pretext of national security. This has generally resulted in limiting freedom of expression. The main issues are particularly evident due to the low level of freedom of expression in these regions, as well as the lack of resources to access information.

Egypt deserves to be mentioned first. This country is increasingly imposing its predominance over the online environment and those who operate in that context. In particular, in July 2018, Egypt adopted an anti-fake news law that focuses on regulating
social-media channels that exceed specific thresholds of popularity.18
However, the main peculiarity of this law is the fact that it extends the treatment meant
for media outlets to any Facebook and Twitter users (as well as blogs and websites) with
more than 5,000 followers.
Indeed, unlike other anti-fake news legislation around the world, it targets users as
well as online platforms. The law does not provide a definition of “fake news,” of what
is expected to further facilitate abuse; the text mentions only the power assigned to
the government to block websites alleged to have published offending material. The
Supreme Council for the Administration of the Media is the responsible authority to
oversee law enforcement in this field.
Regarding online operators, the law requires websites – and social-media users with
more than 5,000 followers – to obtain a license from the Supreme Council. Failure to
comply with such a procedure will lead to suspension, a fine or blocking of the service.
In May 2018, a couple and their infant son were taken to the local police station, on
charges of “spreading false news” with intent to topple the Egyptian regime, of “damaging public order and harming the national interest,” and of membership of a terrorist
organization and promotion of terrorism. These charges were the result of a Facebook
video criticizing the prevalence of sexual harassment in Egypt. In September, the woman, who had published the video, was sentenced to two years in prison (suspended) and
a fine of 10,000 Egyptian pounds (around €500) for “spreading fake news”.19

18
19

https://www.reuters.com/article/us-egypt-politics/egypt-targets-social-media-with-new-lawidUSKBN1K722C
https://www.theguardian.com/global-development/2018/jul/27/fake-news-becomes-tool-of-repression-after-egypt-passes-new-law
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Another case, in July, involved a Lebanese tourist, who had uploaded a video to Facebook in which she detailed grievances with the Egyptian government and reported a
similar case of harassment.20 She was initially sentenced to eight years in prison for
spreading false rumors that would harm society, for attacking religion, and for public
indecency. After the appeal, her sentence was reduced to one year (suspended).
Egypt has also arrested an economist who wrote a book challenging Egyptian economic policies, as well as its publisher. The author was accused of spreading “fake news,” for
claiming that the poor economy was the result of the military’s monopoly of power.21
Even the son of the former president Mohamed Morsi has been arrested, for his
membership of a banned group and for spreading “fake news”.22

In May 2018, Kenya adopted the Computer Misuse and Cybercrimes Bill,23 which
criminalizes the spread of false information. More specifically, any person who intentionally publishes such material can face serious sanctions. According to Section 22: “A
person who intentionally publishes false, misleading or fictitious data or misinforms
with intent that the data shall be considered or acted upon as authentic, with or without any financial gain, commits an offense and shall, on conviction, be liable to a fine
not exceeding 5 million shillings (around €43,000) or to imprisonment for a term not
exceeding two years, or to both.”
It is worth repeating that the punishment applies to anybody, and that forwarding or
republishing on a personal social-media account could also constitute a crime. The law
includes under its scope illicit conduct such as cyberbullying, illegal surveillance and
child pornography.
However, it cannot be excluded that this law might be challenged for its unconstitutionality in the future, especially considering a decision made by the High Court of Kenya
on 6 February 2017. The Court found unconstitutional Article 194 of the country’s 1930
Penal Code, which relates to criminal defamation, because it represented an attack on
freedom of expression, as guaranteed by Article 33 of the Country’s Constitution.24

20
21
22
23

24

12

https://www.reuters.com/article/us-egypt-politics/lebanese-tourist-jailed-for-facebook-post-leaves-egyptafter-release-idUSKCN1LT3EF
https://apnews.com/de0495a5cef14799b12402b2f1802e50
https://www.timesofisrael.com/egypt-arrests-son-of-deposed-president-morsi/
http://kenyalaw.org/lex/rest//db/kenyalex/Kenya/Legislation/English/Acts%20and%20Regulations/C/
Computer%20Misuse%20and%20Cybercrimes%20Act%20-%20No.%2015%20of%202018/docs/ComputerMisuseandCybercrimesAct5of2018.pdf
http://kenyalaw.org/caselaw/cases/view/130781/index.php?id=3479
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Tanzania has followed a path similar to Egypt and Kenya, as demonstrated by its
adoption in April 2018 of the Electronic and Postal Communications (Online Content)
Regulations 2018.25 The obligations listed in the law apply to “online content services
providers,” and the definition of who these entities are is extremely wide. It covers Internet cafés, online content hosts, online forums, online radio and television, and social
media. It also applies to individuals such as subscribers and users of online content,
and to bloggers. For good measure, the law adds that it also applies to and “any other
related online content.”
The “online content services providers” must store contributors’ details for 12 months,
and allow access to information regarding their sources and financing. Fines are foreseen for Internet cafés without surveillance cameras, and for owners of electronic mobile devices, including phones, that aren’t password-protected.
Section 12 (“prohibited content”) provides a long list of illegal content, which alongside
sex crimes, violence and torture, includes “false content which is likely to mislead or
deceive the public, unless where it is clearly pre-stated that the content is satire and
parody [or fiction].”
Furthermore, access to the Internet is generally restricted because online content creators, including traditional media outlets, are required to pay 2 million shillings (around
€765) in registration and license fees. Failure to comply with such rules, including the
ban on spreading online content that is “indecent,” “annoying,” or that “leads to public
disorder,” can result in a fine of 5 million shillings and/or a jail term of at least a year.
In May, human-rights organizations, media outlets and bloggers filed a joint case in
Tanzania’s high court, asking the judiciary to block implementation of the regulations
on grounds that it violated freedom of expression and the privacy of Internet users. The
court imposed a temporary injunction on the Tanzania Communications Regulatory
Authority to block the enforcement of this regulation,26 in particular with regard to the
fee required of bloggers.27 Later on though, the law did enter into force.28
As Maxence Melo, cofounder of whistleblowing website JamiiForums says, “initially
we thought [the regulation] was about the money. But it’s not.” JamiiForums,29 often
referred to as “the Swahili WikiLeaks,” has a reported 600,000 unique views per day,
and is thus one of the highest-profile sites to be affected by the regulation.

25
26
27
28
29

https://tcra.go.tz/images/documents/regulations/SUPP_GN_NO_133_16_03_2018_EPOCA_ONLINE_
CONTENT_REGULATIONS_2018.pdf
https://www.reuters.com/article/us-tanzania-internet/tanzania-bloggers-win-temporary-court-orderagainst-state-crackdown-idUSKBN1I51DC
https://edition.cnn.com/2018/04/12/africa/tanzania-blogging-internet-freedoms-africa/index.html
https://techweez.com/2018/05/30/tanzania-court-restores-tough-online-regulations/
https://www.jamiiforums.com
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Initially there were a few skirmishes with the government, during which the website
was taken offline for a few weeks on grounds of the absence of a proper license (and
its hard copy). Now, JamiiForums is required to monitor all of the 80,000-plus comments it receives daily, collect user information and delete any content the regulatory
body finds inappropriate, within 12 hours of notification.

Among African countries, the political choice of Uganda concerning how to restrict
free speech online has been peculiar. Indeed, since 1 July 2018, a new tax charges citizens 5 US cents a day for the use of 60 mobile apps, including Facebook, Twitter, Skype
and WhatsApp.30 This social-media tax was passed as part of a bill that also includes
taxes on mobile transactions.
The government defined the introduction of such a tax as a source of revenue, not as
an instrument to restrict free speech.31 President Yoweri Museveni reportedly intended
the measure to curb “online gossip,” which was costing the country “time and money.”
According to Uganda’s finance minister, this tax plan would help Uganda to “maintain
the security of the country and extend [the availability of] electricity, so that people can
enjoy more of social media, more often.” 32
However, it is still not clear how the government actually plans to tax social-media
subscribers, since the measure would require it to know when citizens are accessing
the apps concerned. As a result, it is likely that the tax will be applied to all devices that
can access the Internet. This seems particularly dangerous in a country that, in 2016,
engaged in a social-media shutdown in response to protests of a rigged presidential
election.33
The choice to adopt such a different regulatory solution could also be explained by an
arguably pioneering decision in matters of “fake news,” made by the Uganda Supreme
Court as long ago as 2004. The court ruled that Section 50 of the Penal Code Act, which
made publication of false news a criminal offense, was incompatible with the right to
freedom of expression. Article 29 of the Constitution of the Republic of Uganda, published in 1995, protects the individual right of freedom of expression, which includes
freedom of the press. According to the court, the right to freedom of expression protects not only information that can be considered true.
The court argued that the prohibition of false news was vaguely formulated and, as
such, risked being misinterpreted and abused on political grounds.34

30
31
32
33
34
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https://www.washingtontimes.com/news/2018/jul/15/yoweri-museveni-uganda-president-fights-fake-news-/
https://qz.com/africa/1254196/uganda-to-tax-social-media-to-stop-gossip-increase-government-revenue/
https://www.reuters.com/article/uganda-internet/uganda-plans-tax-on-social-media-use-from-july-rightsactivists-cry-foul-idUSL8N1RO2N1
https://edition.cnn.com/2016/02/18/world/uganda-election-social-media-shutdown/index.html
http://ugandajournalistsresourcecentre.com/supreme-court-uganda-ruling-criminalisation-false-news
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In Cameroon the situation of journalists is of particular concern. English-speaking
separatists are fighting the largely French-speaking government to establish a new nation, journalists covering the violence are increasingly finding themselves behind bars
on charges of fake news.35 Cameroon’s law prohibits anyone from publishing “any news
without being able to prove either its truth or that he had good reason to believe it to
be true.”

In Ivory Coast, minister Alain Lobognan has been sentenced to one year in jail and
fined 465€ on charges of fake news inciting violence36,over a tweet that alleged the
arrest of a MP. The country passed a new press law in 2017 that decriminalizes press
offences, and specifically establishes that the detention of journalists is not admissible37. Nevertheless, Ivorian authorities continue their practice of arbitrary detention of
journalists charged of “publishing false news” and newspapers are regularly sanctioned
with suspensions and fines38.

Unlike the countries mentioned above, Nigeria has decided not to follow the path of
regulation, but to promote a media-literacy campaign in order to tackle disinformation,
“with an assurance that it would not resort to censorship.”39 In July 2018, the federal
government launched a national campaign against “fake news,” which follows the path
of a National Council on Information on “fake news,” misinformation and hate speech,
which was organized in July 2017.40
The campaign mainly seeks to inform about the phenomenon of “fake news,” and to remind the public of the need to verify information before disseminating it as “true”. 41 In
October 2018, the information and culture minister Alhaji Lai Mohammed announced
that Facebook would partner with Nigeria in the campaign.42 The country will conduct
national elections in 2019.

35

36
37
38
39
40
41

42

https://www.washingtonpost.com/world/africa/in-cameroon-journalists-are-being-jailed-on-chargesof-fake-news/2018/12/15/80bcb5c6-f9ad-11e8-8642-c9718a256cbd_story.html?noredirect=on&utm_term=.18f0de2869e0
https://www.bbc.com/news/world-africa-47057509
https://rsf.org/en/cote-divoire
https://www.amnesty.org/download/Documents/AFR3197142018ENGLISH.pdf
https://punchng.com/fg-launches-national-campaign-against-fake-news-2/
https://www.vanguardngr.com/2018/07/fg-launches-campaign-against-fake-news/
“We do not intend to resort to coercion or censorship in this campaign. But we want to appeal to all
Nigerians to play their active part. Before sharing information on Facebook, Twitter or WhatsApp, do two
things: 1) ask how credible the source is, and 2) don’t share any information for which you can’t vouch.
These simple measures may not end fake news, but they will go a long way in stemming its spread.”
https://www.dailytrust.com.ng/facebook-partners-nigeria-to-combat-fake-news-minister.html
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Looking at the Arabian peninsula, Saudi Arabia has not introduced any new law regarding “fake news.” However, the case of Washington Post journalist Jamal Khashoggi,
a US permanent resident who was murdered on 2 October 2018 when visiting the Saudi
consulate in Turkey, has led to the adaptation of existing regulations to the crisis. The
Saudi government has denied any involvement in the case, and is threatening to sanction anyone caught spreading “fake news” online with five years’ prison and heavy fines.
More specifically, the legal basis would be Article 6 of the Saudi Arabia’s “Anti-Cybercrime Law,” which considers unlawful conduct that breaches “public order, religious
values, public morals and privacy.” 43 Indeed, according to Saudi law, any person who
produces, prepares, transmits or stores material impinging on public order, religious
values, public morals and privacy – through the information network or computers – is
subject to imprisonment for up to five years, and/or a fine of up to 3 million riyals (about
€700,000).

The United Arab Emirates has followed the same path. More specifically, Jamal
Ahmed Al Awbud, head of performance development of the Al Ameen service, said in
October 2018 that disseminating false statements on social media is a criminal offense
that can be sanctioned with a fine of up to a million dirhams (around €240,000). 44 Incidentally, Al Ameen is a service of the Dubai police that launched in 2003, and features
a 24-hour, toll-free number on which people can contact the police on “any matter that
concerns them with the absolute guarantee of confidentiality.”
These can include “concerns of harassment to suspicious motives to outright criminal
intentions or any other matter that troubles someone.” The service hilariously claims
to be “extending a helping hand and, in so doing, forging an extremely important, valuable and reassuring bond between governance and the people”.45
In July 2017, Arabian Business, a Dubai-based magazine and website, was barred from
publishing for a month, due to the alleged spread of “false news” based on inaccurate
information. The article in question said the courts in Dubai were in the process of liquidating failed real-estate projects.46
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3. Asia
Several countries in east Asia and south Asia have adopted or proposed anti-fake news
legislation.

In April 2018, Malaysia approved an anti-fake news law, 47 which entered into force
in May.48 The law was issued in view of the elections, possibly in order to censor opposition to the conservative government, which had been accused of corruption, fraud, misappropriation of funds and money laundering in the 1MDB scandal involving former
prime minister Najib Razak.49
According to the explanatory statement of the anti-fake news bill, the Act aims to “deal
with fake news by providing for certain offenses and measures to curb the dissemination of fake news and to provide for related matters, [and] to safeguard the public
against the proliferation of fake news whilst ensuring the right to freedom of speech
and expression under the Federal Constitution is respected. The provision on the power
of the court to make an order to remove any publication containing fake news serves as
a measure to deal with the misuse of publication medium, in particular the social-media platforms. With the proposed Act, it is hoped that the public [will] be more responsible and cautious in sharing news and information.”
The law defines “fake news” as “any news, information, data and reports, which is or are
wholly or partly false, whether in the form of features, visuals or audio recordings, or in
any other form capable of suggesting words or ideas.”
Section 4 sanctions anyone who creates, disseminates, offers, prints or publishes “fake
news” with a fine of up to 500,000 ringgit (around €100,000) and/or a custodial sentence of up to 10 years. According to Section 5, the same penalty applies to anyone who
finances or facilitates financing for the activities listed in Section 4.
Section 6 obliges online operators to remove “fake news” when they become aware of
its falsity, or even in the case of serious doubt. In the event of failure to comply, a fine of
up to 100,000 ringgit is applied.
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Section 7 provides a remedy to obtain a court order to remove “fake news” from any media. Failure to comply with such an obligation implies a penalty of 100,000 ringgit for
the defaulting party. Moreover, Section 8 provides an appeal remedy, unless the order
was not requested by the government and it concerned “fake news” deemed dangerous
to public order or national security.
In May 2018 Mahathir Mohamad, now aged 93, was re-elected prime minister, ending
the decade-long rule of Najib Razak. But the Senate is still dominated by an opposition
led by the defeated Barisan Nasional coalition.
In August 2018, the lower house voted to repeal the Anti-Fake News Act.50 The repeal
was blocked in the Senate in mid-September.51 The bill will go back to the lower house
of parliament for another vote.
In April, Salah Salem Saleh Sulaiman, a Danish citizen, was arrested for having published a YouTube video that accused Malaysian officials of taking too long to respond to
a shooting. The police said they’d responded in eight minutes, not 50 as claimed. The
judge fined Sulaiman 10,000 ringgit, but he opted to spend a month in jail because he
couldn’t pay.52

China had introduced measures to tackle disinformation before the global rise of the
“fake news” debate. In 2013, a first regulation was issued, sanctioning Internet users
with up to seven years in prison for posting unverified information, if it gets viewed
5,000 times or shared more than 500 times.53 The same year, China strongly addressed
online rumors by blocking accounts on social-media platforms asking for rectification,
detaining those accused of manufacturing news, and imposing penalties on dissenters.
In 2015, another crackdown involved the termination of 165 Internet accounts accused
of spreading rumors regarding stock-market turbulence, explosions in the city of Tianjin, and the 70th anniversary of the war against Japan.54
In 2016, China criminalized manufacturing or spreading rumors undermining economic and social order.55 In 2017, a law called Provisions for the Administration of Internet
News Information Services requires online-news providers to reprint information of
public officials without distortions or falsehoods.56
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Practically, social-media platforms are ordered to republish this kind of information as
it appears in reports by government news media.
In 2018, China adopted another regulation requiring microblogging service providers
to establish mechanisms to publicize and refute rumors.57 The implementation of the
order is unclear, but it has the direct consequence of increasing the responsibility on
the Internet intermediary to filter and regulate content.
China has a long history of investigating social-media companies for facilitating the
spreading of rumors. For example, Baidu was ordered to remove unverified advertisements and provide reimbursements for losses caused by the spread of “fake news.” 58
In 2017, social-networking platforms including WeChat, Weibo and Baidu Tieba were
investigated for hosting posts containing “violence, terror, rumors and obscenity.” 59
In June 2018, video app Tik Tok, known in China as Douyin, was ordered to suspend its
advertisement business and was said to be facing further punishment, because it had
featured an ad that allegedly insulted a person recognized by the state as a war hero.60
A 2017 report on WeChat showed how the platform blocked more than 500 million
messages and penalized more than 180,000 of its accounts for spreading rumors.61 In
August 2018, China launched an app for reporting potential “fake news.”62

In September 2018, the Parliament of Bangladesh approved a bill, named the Digital Security Act, regulating online publishing and social media.63 The bill – which has
yet to be signed by the president – includes a provision of up to 14 years of prison for
spreading propaganda about the war in which Bangladesh won independence from Pakistan in 1971.
Other provisions under the Digital Security Act include several years’ imprisonment
and fines of up to 10 million taka (about 105,000€) where digital media are used to
intimidate people, cause damage to the state, or defame someone.64
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Moreover, the police can search any person or place without a warrant for offenses
being committed under the Digital Security Act. Among other concerns, the definition
of banned content as generally “aggressive and frightening” is particularly chilling for
journalists.65
Before the adoption of this new bill, Section 57 of the Information and Communication
Technology Act punished citizens for posting fake, obscene or defaming information on
an electronic platform that could disrupt law and order, or hurt religious sentiments.66
In August 2018, a photographer and an actress were arrested for “spreading false information” during a student protest.67 According to the government, fake contents disseminated online were responsible for provoking the student protest. Another case involved
the alleged “spreading of rumors” by a primary-school teacher in Patuakhali district
who was seven months pregnant.68 In a similar case, a Chittagong university professor was charged under Section 57 with making “defamatory” remarks against the prime
minister on social media.69 At the end of 2018, 22 people were arrested for “spreading:
rumours, propaganda, misdeeds, and lies on social media.”70
Officials of the Cyber Security and Crime Division rejected accusations of stifling free
speech saying that “no one is arrested for expressing their opinions publicly. Rather,
their arrests are the ultimate step when we find they are involved in disrupting the state
machinery, hurting the state and country’s democracy and its values,”
Even traditional media outlets will suffer an increasing risk of censorship in Bangladesh under the proposed National Broadcast Act 2018. The law, approved by the cabinet
on 15 October, provides for up to three years in prison for “going against the spirit” of
the 1971 liberation war, or for airing “misleading or false” information.71
Furthermore, in October 2018, the government announced the establishment of a monitoring group responsible for detecting rumors on social media.72
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In Cambodia,73 before the election in July 2018, the government granted itself the
power to block media in order to protect national security. Three ministries have been
assigned to monitor social-media posts for potential violations.74 As a result, citizens
could be sanctioned with two-year jail terms and fines of $1,000 for publishing “fake
news.” Moreover, websites will now also be required to register with Cambodia’s information ministry.75 In September 2018, two reporters were arrested in Pursat province
for “incitement and broadcasting disinformation” and for “public defamation”.76 Another case involved a Cambodian citizen in Thailand accused of spreading false information through a computer system.77

Different solutions proposed in the Philippines are awaiting final approval. In June
2017, Senate Bill No. 1942 proposed to criminalize the malicious distribution of “false
news.” Interestingly, the explanatory note to the bill mentions the intent to follow the
example set by Germany, where “a bill was recently approved penalizing social-networking sites for their failure to immediately remove illegal contents and imposing
fines of up to €50 million.”
Criminal sanctions would apply when the news has a malicious intent and is published
online, in print, or is broadcast. Such news needs to be likely to cause panic, chaos or
violence, to spread hate or propaganda, or to discredit someone’s reputation. As a result, anyone who knowingly offers, publishes or distributes false news as defined above
would be sanctioned with a fine of up to 5 million pesos (about €83,000) and up to five
years in prison.
If a public official is involved, the fine and imprisonment would be doubled, and this
person would be disqualified from holding public office. Furthermore, traditional media outlets and social-media platforms that fail to remove false news within a “reasonable period” after learning of its falsity would be fined a maximum 20 million pesos and
face between 10 and 20 years in prison.78
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In July 2017, House Bill No. 6022 proposed to “nip the cause of fake news in the bud by
prohibiting the creation and malicious distribution of false information.” In this case,
the definition was based on fabricated content, and misquotation or false or inaccurate
reports. Mass media cannot publish “fake news,” or aid in its creation and distribution,
regardless of whether they know it to be false and regardless of their intent. The bill
also provides for punishment for the failure to remove prohibited content. Social-media users will be punished for creating “fake news” with imprisonment and/or a fine of
100,000 pesos. The spreading of “fake news” is punishable with a fine of 50,000 pesos.” 79
In February 2018, Senate Bill 1680 aimed to amend Republic Act 6713 – or the Code of
Conduct and Ethical Standards for Public Officials and Employees – in order to punish
public officials who publish or disseminate false news or information on any platform.80
The explanatory report underlines that, when the government disseminates information, “[it] bears the seal of being ‘official’ and thus automatically carries with it the
presumption of truthfulness, reliability and accuracy. As such, [concerning] the dissemination of information in their respective offices, agencies […] must be subjected
to higher standards of proper conduct, particularly in their usage of social media and
other platforms of information dissemination.” As a result, according to Section 1 of
the bill, public officials and employees of the government must ensure not to publish or
disseminate, or cause to publish or disseminate, in their official and personal capacities,
false news or information that shall erode the reliability, accuracy and truthfulness
accorded by the public to the government.
At the time of publication, none of these proposals had yet been approved or entered
into force.

Taiwan has proposed a new clause to the state’s Social Order Maintenance Act, in
order to criminalize the spread of “fake news.” 81 As a result, whoever publishes misinformation online could be punished by up to three days in jail, or be fined up to 30,000
Taiwan dollars (around €850). The existing regulation already imposes fines and prison time for anyone who spreads rumors.82
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In India, “fake news” has been at the core of false propaganda campaigns, communal
tensions and mob-lynching incidents in the past five years. In 2018, the national government issued anti-fake news guidelines, but they were withdrawn after 24 hours.83
More specifically, the government explained that journalists who create and spread
“fake news” could lose their accreditation.84 The West Bengal government is working on
a new law to tackle “fake news” on social media.85 In December 2018, the Government
proposed amendments to the online intermediaries’ system of liability provided by the
Information Technology Act of 2000 in order to ensure the accountability of social media platforms for “spreading fake news”.86

The other countries in the region have not adopted “fake news” legislation. However,
in October 2018, in Myanmar, three journalists were convicted and jailed for publishing a story about the Yangon regional government and the related misuse of public
money.87 A director in the Yangon government filed a complaint, saying the journalists
had violated a law banning publication of “incorrect information” that could cause “fear
or alarm to the public.” Punishment under the law can include two years’ imprisonment
and a fine.

Indonesia has not introduced any new law against “fake news.” However, law enforcement regularly arrests alleged perpetrators of online misinformation, citing reasons of national security.88 Moreover, by the beginning of 2018, the government had
blocked more than 70,000 websites displaying harmful material.89
Furthermore, since that time, the government has launched several initiatives to tackle
“fake news.” First, online operators such as social-media companies signed an agreement with the government to combat “fake news” and hate speech on their platforms.90
The aim is to deal with unverified and misleading content that might spring up during
the regional and national elections in 2018 and 2019.
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The government has also developed a new tool based on artificial intelligence to automatically detect “fake news” online,91 and has set weekly “fake news” briefings.92
A third recent measure was the establishment of the National Cyber and Encryption
Agency, tasked with protecting public institutions online by tracking cybercrimes and
identifying perpetrators. This agency is expected to employ several hundred people.93
Finally, in October 2018, the government hired a team of 70 engineers to monitor social-media content 24 hours a day, in order to detect “fake news” online.94 In November
2018, more than ten people were arrested for spreading disinformation on social media.95

Singapore has not adopted any binding measures yet regarding “fake news,” but it
is largely expected to move soon towards regulations that human rights organisation
fear draconian.
In January 2018, the Parliament established a committee of MPs tasked to study recommendations on how to address misinformation online, including law proposals.96
In September 2018, the Select Committee on Deliberate Online Falsehoods with the
recommendation to pass laws that would provide the government with “powers to
swiftly disrupt the spread and influence of online falsehoods” and prevent companies
to monetize misinformation.97 The report also advocates for criminal penalties in cases
of “serious harm such as election interference, public disorder, and the erosion of trust
in public institutions.”
The Committee concludes with 22 recommendations to tackle online disinformation98
focused on improving education and information campaigns to the public, and on training journalists. The recommendations give the government the ability to intervene in a
matter of hours to stop online falsehoods from spreading, and also provide monitoring
and early-warning mechanisms, to facilitate assessments of when and how to intervene.
As a side note, it is worth noting that Google, Facebook and Twitter, all made Singapore
their Asian headquarters.
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The new bill was finally presented in the Parliament for discussion on 1st April. It is
alleged to require social media to “carry warnings on posts that the government deems
false and remove comments against public interest.” 99
The proposal is that online platforms would be compelled to “publish warnings or “corrections” alongside posts carrying false information, without removing them”. “That
way, in a sense, people can read whatever they want and make up their minds. That is
our preference,” Law Minister K. Shanmugam commented. He added that the law does
not hinder freedom of opinion, because it exclusively deals with falsehoods, not with
viewpoints.
The minister said that criminal sanctions would be imposed on “malicious actors” who
“undermine society,” by spreading false information. Moreover, a site caught disseminating more than three falsehoods in under six months would see its profit stream cut
off by the government, but Shanmugam did not detail the methods that would be used
to ensure such result.100.

In Pakistan, the government established an official Twitter account that identifies
and comments on “fake news.” 101
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4. Europe
At the European Union level, the EU institutions have shown a deep interest in
the phenomenon of disinformation online.102 In November 2016, the EU Commission
hosted its second Annual Colloquium on Fundamental Rights dealing with the topic
“Media Pluralism and Democracy”, tackling issues that included importance of media
literacy and media ethics for political debate and participation.103 In June 2017, the
European Parliament adopted a Resolution in order to encourage the EU Commission
to deal with the dissemination of fake news online and consider the adoption of legislative measures.104 In November 2017, the Commission launched a public consultation
on fake news with the aim to gather the opinions of different stakeholders about the
possible future actions in order to foster the access to verified information and tackling
the dissemination of disinformation in the digital era. The consultation gathered 2986
entries and consisted of two questionnaires one for the citizens and reserved to legal
persons and journalists.
At the beginning of 2018 a High-Level Expert Group was established, with the task
“to put forward possible options to counter disinformation spread online and to help
develop a comprehensive EU strategy for tackling disinformation”. The 39 members
represented different stakeholders, including academics, online platforms, news media
and journalism and civil society organisations.105 The Group delivered its report on 12
March 2018.106
In April 2018, the Commission published the non-binding Communication “Tackling
online disinformation: a European approach”, which identified the problem of online
disinformation and its drivers, while proposing a European approach and objectives.
Broad actions were planned, including shaping a more transparent, trustworthy and
accountable online ecosystem by forcing platforms to take action, fostering education
and media literacy, and supporting quality journalism.107
In order to achieve the objectives set out in the Communication, representatives of online platforms, leading social networks, advertisers and advertising industry agreed on
a voluntary basis on a self-regulatory Code of Practice in September 2018.108
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The signatories proceeded presenting in October109 roadmaps with concrete steps and
best practices that they endeavor to take in order to implement the Code. The commitments include policies regarding political advertising, misuse of automated bots and
measures to “help people make informed decisions when they encounter online news
that may be false”.
The signatories of the Code committed to provide the Commission with monthly reports on their progress towards tackling misinformation. The most recent at the time
of publishing was the report from March 2019, where the Commission recognised “that
online platforms are making progress”. However, the Commission considered other actions needed, in particular to ensure full transparency of political ads in advance of the
European elections in May 2019, and on actions against bots and fake accounts.110
The monitoring of the Code of Practice is part of the Action Plan against disinformation that the EU adopted in December 2018.111 Indeed, by the end of 2019, the Commission will assess the measures within the framework of one year. The Code of Practice
needs to be contextualized within the Recommendation included in the election package announced by President Juncker in its 2018 State of the Union to ensure free, fair
and secure European Parliament’s elections.112

In June 2017, Germany adopted a new law, the Act to Improve Enforcement of the
Law in Social Networks (Network Enforcement Act), known as NetzDG.113 It applies
to “telemedia service providers which, for profit-making purposes, operate Internet
platforms which are designed to enable users to share any content with other users
or to make such content available to the public (social networks).” The bill specifically
exempts from its application “platforms offering journalistic or editorial content.” The
law regulates the way social platforms with more than 2 million registered users in
Germany should be handling complaints regarding unlawful content. The content covered by the bill is listed in Section 1(3), and it includes defamation, dissemination of
propaganda, public incitement to crime and hate speech.114

109 https://ec.europa.eu/commission/news/code-practice-fight-online-disinformation-2018-oct-16_en
110 http://europa.eu/rapid/press-release_STATEMENT-19-1757_en.htm
111 https://ec.europa.eu/digital-single-market/en/news/europe-protects-eu-steps-action-against-disinformation
112 http://europa.eu/rapid/press-release_IP-18-5681_en.htm
113 https://www.bmjv.de/SharedDocs/Gesetzgebungsverfahren/Dokumente/NetzDGengl.pdf?blob=publicationFie&v=2
114 “To ensure a strict interpretation of the notion of «unlawful content», Art. 1, (3) lists several offences according to the German Criminal Code (Strafgesetzbuch or StGB) that amount to the definition of unlawful
content in the sense of this legislation”. Victor Claussen, Fighting hate speech and fake news. The Network
Enforcement Act (NetzDG) in Germany in the context of European legislation
http://www.medialaws.eu/wp-content/uploads/2018/10/3_2018_claussen.pdf
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The Act requires social-media platforms to put in place and maintain an easily accessible, “effective and transparent procedure for handling complaints about unlawful
content.” The procedure must include the obligation for the platform to remove and
block content that is “manifestly unlawful” within 24 hours of receiving the complaint.
Content that is not manifestly unlawful can be investigated for an additional seven days.
Any decision regarding blocking or removal of content must be immediately notified to
the person who made the complaint, and also to the person who originally posted the
sanctioned content. A record of the content must be kept as evidence for a minimum
10 weeks.
Several provisions concern transparency. Social-network providers that receive more
than 100 complaints per year must prepare every six months a report, in German, detailing the complaints procedure, the number of complaints received by submitting entities, the time needed to take action and the criteria for decision-making.
Non-compliance with the Act provides for fines of up to €5 million. Some offenses may
be sanctioned even if not committed in the Federal Republic of Germany (Section 4(3)
NetzDG).
The law entered into force on 1 January 2018. The next day, Beatrix von Storch, the
deputy leader of the Alternative for Germany (AfD) party, was suspended from both
Twitter and Facebook for an anti-Muslim message she had posted on New Year’s Eve.
Other cases involved a satirical magazine that was banned from Twitter for publishing
insulting material.115 Additionally, justice minister Heiko Maas had one of his Tweets
deleted. He had posted it in 2010, when he was not yet minister.116

Several amendments were introduced to media law in Belarus in June 2018,117 in
order to increase governmental control over the media and the Internet.118 On 14 June,
the National Assembly voted on the final reading of the draft amendments to the law,
enabling the government to prosecute people suspected of disseminating false information on the Internet. These would require authors of all posts and comments in online
forums to be identified, and for limitations to be imposed on the online media activities
of entities not registered with the government.119

115
116
117
118
119
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https://www.reuters.com/article/us-germany-hatecrime/german-hate-speech-law-tested-as-twitterblocks-satire-account-idUSKBN1ES1AT
https://www.thelocal.de/20180108/justice-minister-falls-victim-to-own-social-media-censorship-law
https://www.rferl.org/a/belarus-assembly-passes-controversial-fake-news-media-legislation/29291033.
html
https://cpj.org/2018/06/belarus-moves-to-prosecute-fake-news-control-the-i.php
https://www.rferl.org/a/belarus-moves-to-tighten-control-over-online-news-social-media/29177551.html

PUBLIC AFFAIRS MEDIA POLICY BRIEFING

This would allow for social networks and other sites to be blocked if found in violation
through an extrajudicial procedure, which raises many concerns. Online service providers are obliged to identify those who comment on their pages and in forum sections,
and also to filter comments, under the threat of punitive action.120

In December 2017, Ireland proposed a bill that criminalizes the use of bots to create
multiple fake accounts to spread political messages. The Online Advertising and Social
Media (Transparency) Bill establishes that it is a criminal offense to use a bot to cause
25 or more accounts on any online platform to perform as an individual user, when they
are directed toward a political end.
The punishment is up to five years in prison or a fine of up to €10,000.121
The bill defines a bot as “any item of software which is programmed to run automated tasks on any online platform.” It applies to “any website, web application or digital
application (which shall include a social network or search engine) which has 10,000
or more unique monthly visitors or users in the state in at least six of the preceding 12
months.” In the case of platforms targeted at a local or regional audience, the applicable
number of unique monthly visitors or users is just 1,000.
The criterion of “political end” is very detailed. It is met, inter alia, if the message promotes candidates for public office in an election within the state or a political party, or if
it promotes a message on a matter of political interest before the Northern Ireland Assembly or the European Parliament. At the moment, the bill is at the Committee stage,
during which it is examined section-by-section so that amendments can be made. It has
to pass seven more stages before it can be signed into law by the president.
On 4 March 2019 Minister Bruton of the Department of Communications, Climate Action and Environment launched a public consultation122 on the Regulation of Harmful
Content on Online Platforms and the Implementation of the Revised Audiovisual Media Services Directive. The deadline for submissions is April 15 2019. In a speech the
Minister said that he would introduce a new law to regulate harmful content online. He
said that “the situation at present where online and social media companies are not
subject to any oversight or regulation by the state for the content which is shared on
their platforms is no longer sustainable. I believe that the era of self regulation in this
area is over and a new Online Safety Act is necessary.”

120 https://baj.by/en/analytics/mass-media-belarus-no-2-55-january-june-2018
121 https://www.oireachtas.ie/en/bills/bill/2017/150/
122 https://www.dccae.gov.ie/en-ie/communications/consultations/pages/regulation-of-harmful-online-content-and-the-implementation-of-the-revised-audiovisual-media-services-directive.aspx
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The explanatory note to the consultation insists on the importance of agreeing on a
proper definition of “harmful content”. The document explains how an uncertain definition would risk curtailing “freedom of speech and freedom of expression online”, and
asks stakeholders to participate in establishing a complete list of harmful content and
possible remedies.

In France, the National Assembly voted in March 2018 two bills presented by president Emmanuel Macron’s party La République en Marche to prevent foreign propaganda and disinformation during electoral periods.123 The main objective of the texts,
rather than punishing the authors of misinformation, was to prevent its dissemination through social media or by broadcast. The proposed legislation amended the Code
Électoral and was applicable to the national elections to both chambers (Assemblée
Nationale and Sénat), to the European elections, and to the election of the President of
the Republic.
According to Section 1, in the three months preceding a national election, candidates
or political parties who detect false information would be entitled to request a judicial
decision within 48 hours on whether such information should be taken down, or made
unreachable, through delinking or blocking. In this framework, according to Section 5,
the French Audiovisual Council plays a role, by deciding to unilaterally block the activities of foreign state-controlled broadcasters found to have published false information
until the end of the electoral process.
In July, the Senate rejected both bills without even discussing the content of the legislative texts, on grounds that they risked undermining freedom of expression.124 The main
controversies regarded Article 1 of the law and its extremely vague definition of “fake
news” as “any allegation or attribution of an inaccurate or misleading fact.” 125
On the night of 9 October, the Assemblée Nationale approved a new text for the law
against the “manipulation of information in the electoral period.” Culture minister
Françoise Nyssen specifically said this new law “does not endanger in the least the freedom of expression.” 126 She explained that among the main changes to the texts that the
Senate refused to consider in the summer, there was a stricter regulation of the urgent
deliberation from the judge.

123 http://www.assemblee-nationale.fr/15/propositions/pion0772.asp
http://www.assemblee-nationale.fr/15/propositions/pion0799.asp
124 https://www.lemonde.fr/pixels/article/2018/07/26/fausses-informations-le-senat-rejette-sans-en-debattrele-projet-de-loi-en-premiere-lecture_5336411_4408996.html
125 “Toute allégation ou imputation d’un fait inexacte ou trompeuse,” http://la-rem.eu/2018/11/27/
la-proposition-de-loi-relative-a-la-lutte-contre-la-manipulation-de-linformation-une-fausse-bonne-ideeselon-le-senat/
126 https://www.huffingtonpost.fr/2018/10/09/la-loi-contre-les-fake-news-adoptee-par-lassemblee-nationale_a_23555962/
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For this to be justified, “the information must be manifestly false, and disseminated in
a deliberate, massive and artificial manner.”
The law imposes several obligations of transparency on platforms, including the clear
identification of paid content, and the publication of both the amount paid and the
identity of the purchaser. Those which exceed a certain number of connections in the
country must appoint a legal representative and make their algorithm public.
The text was deliberated upon in the Senate, and finally voted into law on
20 November.
Misinformation is more precisely defined, due to the introduction of a three-step test
for the identification of the illicit content. The final text establishes that the judge will
identify a piece of information as false if 1) the news is manifestly false, 2) it is distributed massively and through artificial means, and 3) it is aimed at interfering with public
peace or truthfulness of the electoral process.127
On the webpage presenting the essential traits of the new law, the government specifically says that journalistic work is not targeted by the dispositions, which are aimed
exclusively at tackling deliberate attempts to manipulate information.128
On 20 December, France’s Constitutional Court dismissed an appeal lodged by senators
from the Les Républicains group and other members of the opposition. With regard to
the urgent judicial procedure foreseen by the law, the court ruled that the misinformation that can be object of the special procedure was strictly defined by the legislator,
particularly due to the three-step test that such information must meet in order to be
eligible for removal.129
Nevertheless, the judges included in their opinion certain reserves of interpretation, for
the sake of preserving freedom of information. Specifically, the removal of the information can be ordered only when the inaccuracy or misleading nature of such allegations
is obvious (“manifeste”). Also, the “risk of alteration of the sincerity of the ballot” must
be undeniable.

127 http://www.assemblee-nationale.fr/15/ta/tap0190.pdfC’est le juge des référés qui qualifiera la “fausse nouvelle,” selon la définition de la loi de 1881, avec trois critères:
– la fausse nouvelle doit être manifeste,
– être diffusée massivement et de manière artificielle,
– conduire à troubler la paix publique ou la sincérité d’un scrutin.
https://www.gouvernement.fr/action/lutte-contre-la-manipulation-de-l-information
128 https://www.gouvernement.fr/action/lutte-contre-la-manipulation-de-l-information
129 https://www.conseil-constitutionnel.fr/decision/2018/2018773DC.htm
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In 2017, Italy proposed a bill to tackle the dissemination of false news.130 Article 1 of
the bill introduces Article 656-bis into the penal code, providing that anyone who publishes or disseminates false, exaggerated or biased news, concerning facts manifestly
unfounded or untrue, through social media or other sites that are not an expression of
online journalism, are punished with a fine of up to €5,000, if the published material
does not constitute a more serious crime.
If the crime committed also involves defamation, the victim can request, in addition
to compensation for damages, a sum for repair, based not only on the severity of the
offense, but also based on the degree of dissemination of the news.
Article 2 introduces into the penal code two new crimes concerning the dissemination
of false information that might cause public alarm or mislead sectors of public opinion,
or concerning campaigns aimed at undermining the democratic process. In particular,
the new Article 265-bis of the Criminal Code provides for imprisonment of at least 12
months and a fine of up to €5,000 for anyone who disseminates or communicates false,
exaggerated or tendentious rumors or news that might cause public alarm. This provision also applies to anyone who carries out any activity such as to harm public interests,
also through campaigns using media or other sites that are not an expression of online
journalism, or with the aim of misleading sectors of public opinion.
Such news, in fact, can cause not only serious damage, but also disturb public order or
spread unreasonable panic. But the new Article 265-ter of the penal code provides that
for the protection of the individual and the community, anyone found responsible for
campaigns of hatred against individuals or for campaigns to undermine the democratic
process, including for political purposes, is punished with imprisonment of at least two
years and a fine of up to €10,000.
The bill also provides for the right of rectification and the elimination from websites
and search engines of defamatory content or personal data treated in violation of legal
provisions and news about one’s own person that is not of current relevance or of public
interest. The remaining articles of the bill regulate the responsibility of IT managers
in case of publication or dissemination of untrustworthy or untruthful news. When IT
managers trace such anomalies, or receive reports about them, they are required to remove such content from the platform. In the event of failure to do so, IT managers are
subject to a fine of up to €5,000.

130 https://merlin.obs.coe.int/iris/2017/5/article27.en.html
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The bill was never discussed, either by Parliamentary commissions or by the Chambers. In September 2018, even though there are no laws regulating disinformation
in Italy, the court of Lecce decided that creating a false identity to write fraudulent
reviews on TripAdvisor violated Italian law. As a result, the defendant was sentenced
to nine months in prison for selling fake TripAdvisor reviews to restaurants and
hotels. This man was also ordered to pay about €8,000 in costs and damages.
In July 2018, a woman was fined €400 for spreading false information about vaccines.
Also in 2018, it is worth mentioning that, before the general election, the Italian government set up an online portal where citizens could report misinformation to the police.131

On the 18th of March 2019, an anti-fake news bill entered into force in Russia.132 The
new regulation is actually composed of two amendments to the Federal Law On Information, Information Technologies and on Information. Commentators call the first one
“law on fake news”, and the second “lack of respect for the authorities”.
The target of the amendment regarding “fake news” is “unreliable information”, which
is vaguely identified as “unreliable socially significant information disseminated under
the guise of reliable messages, which creates a threat to life and (/or) the health of citizens or property, the threat of mass disturbance of public order and (/or) public safety,
or the threat of creating or impairing the proper operation of vital elements of transport
or social infrastructure, credit institutions, energy facilities, industry or communications”. The watchdog is the Roskomnadzor

133

, which acts upon complaints of “unreli-

able information” requesting the hosting provider of the online publication concerned
to take actions against the publisher. The provider has an obligation to immediately
alert the editor of the publication asking to delete the offending content. If the publisher fails to comply within 24 hours, the hosting provider and the Roskomnadzor will
restrict its access to the internet.
The second piece of legislation approved on 18 March, addressing “lack of respect for
authorities”, establishes that access must be restricted to any “information expressed in
an indecent form that offends human dignity and public morality, or displays obvious
disrespect for society, the state, the official state symbols of the Russian Federation,
the Constitution of the Russian Federation or the bodies exercising state power in the
Russian Federation”.

131

https://www.bloomberg.com/news/articles/2018-06-07/who-you-gonna-call-postal-police-is-italy-s-fakenews-fix
132 https://verfassungsblog.de/fundamental-rights-as-bycatch-russias-anti-fake-news-legislation/
133 “Federal executive body responsible for the control and supervision of mass media, mass communications,
information technology and communications”

Tackling disinformation around the world

33

In this case the action is initiated by the Prosecutor-General who lodges a complaint
with the Roskomnadzor. From this point on the procedure is the same one reserved for
supposed fake news: the Roskomnadzor sends a notice in Russian and English to the
hosting provider , who alerts the editor; if the offending content is not deleted within 24
hours their internet access will be restricted.
The travaux préparatoires of the Russian legislation specifically refer to the German
NetzDG as a model. In truth, the law passed in Germany is different on quite a few
essential points, including the fact that it only targets platforms, not individuals; it defines the unlawful content much more precisely (“fake news in conjunction with hate
speech”); it requires the decision of a judge before the administrative authority can
make decisions on sanctions against a supposed publisher of false information.134
Under the “fake news” law, repeat offenders will face fines of up to 1.5 million rubles –
20,000€, while insult to authorities can cost up to 4,000€ and 15 days in jail.135

Other countries in Europe have adopted different strategies. Similar to the EU approach, Belgium has established a group of experts for drafting recommendations
on how to tackle disinformation without hindering freedom of expression.136 Citizens
are encouraged to express their opinions on a public website.137

In the United Kingdom, the Digital, Culture, Media and Sport (DCMS) Committee
published an interim report on disinformation in July 2018.138 The first recommendation of the MPs is that “the government rejects the term fake news,” and instead puts
forward an agreed definition of the words “disinformation” and “misinformation,” arguing that the term “fake news” has presently lost any meaning and often just indicates
statements that people disagree with.
The report recommended that the electoral law be reviewed in order to reflect the challenges of new technologies, and in particular to increase transparency on all electronic
campaigning and their financing.

134 For a more detailed analysis of the differences see Oreste Pollicino, Fundamental Rights as Bycatch –
Russia’s Anti-Fake News Legislation here https://verfassungsblog.de/fundamental-rights-as-bycatch-russias-anti-fake-news-legislation/
135 https://www.washingtonpost.com/world/2019/03/18/with-putins-signature-fake-news-bill-becomeslaw/?utm_term=.34ecad8cc254
136 https://www.ivir.nl/publicaties/download/Case-study-Fake-News-Belgium.pdf
137 https://monopinion.belgium.be/processes/stopfakenews?locale=fr
138 https://publications.parliament.uk/pa/cm201719/cmselect/cmcumeds/363/363.pdf
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Other proposed solutions include the increase of fines for electoral fraud and the provision of “clear legal liability for the tech companies to act against harmful and illegal
content on their platforms.”

139

In this regard, the report interestingly points out that

social-media companies must cease to define themselves just “platforms,” meaning
purely tech companies without responsibility for the content they host, in consideration
of the fact that they regularly interfere with the accessible content through human or algorithmic manipulation. However, the report specifies that “they are also significantly
different from the traditional model of a ‘publisher,’ which commissions, pays for, edits
and takes responsibility for the content it disseminates.” A new definition for these
companies is therefore needed.
The DCMS published its final report on Disinformation and fake news140 in February
2019. The Committee concludes the report with a series of recommendations for the
Government, openly wishing for a “much more comprehensive, practical, and constructive” response than the one met by the interim report. The report calls for the formulation of a new category specific to tech companies’ liabilities, “and which is not necessarily either a ‘platform’ or a ‘publisher’”, following an approach would see the” tech
companies assume legal liability for content identified as harmful after it has been posted by users”.
The Committee insisted that a compulsory Code of Ethics be established, establish
clear, legal liability for tech companies to act against agreed harmful and illegal content
on their platform. The Code should be overseen by an independent regulator equipped
with statutory powers to monitor relevant tech companies and punish breaches of the
Code with “large fines”.
In parallel with the work of the Committee, in March 2018, the UK commissioned a
review into a sustainable future for high-quality journalism to economist and journalist Dame Frances Cairncross. The result of this work was published in February 2019
under the name Cairncross Review141, and it presents recommendations to ensure the
sustainability of the news media industry whilst it transitions from print to digital. The
recommendations include establishing codes of conduct to govern the commercial relationship of platforms with news publishers, subject to the oversight of a regulator.
The Review dedicates the whole of chapter 2 to the issue of disinformation. It advocates
for a News Quality Obligation for platforms, whose “efforts (…) to improve their users’
news experience should be under regulatory supervision”.

139 https://www.bbc.com/news/technology-44967650
140 https://publications.parliament.uk/pa/cm201719/cmselect/cmcumeds/1791/179102.htm
141 https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/
file/779882/021919_DCMS_Cairncross_Review_.pdf
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The document acknowledges the efforts recently made by the likes of Facebook, Google
and Apple to curate content in an attempt to control disinformation, but insists on the
“public responsibility” that platforms have as increasingly relevant news distributors
channels.
While it refuses to ascribe to them the same legal responsibilities of news publishers142,
the Review insists on the fact that platforms have to engage in a more substantial endeavour to “help improve their users’ ability to discern accurately the quality and type
of information they see.” The proposal is that the regulator would initially monitor
measures taken and their effectiveness in improving users’ awareness of the quality of
news. At a later stage, thanks to the knowledge gathered on what is technically possible,
stricter provisions could be enacted.

In Turkey, two investigations have been launched in order to detect “fake news,” for
reasons of economic security and to prevent manipulation of the economy.143

142 Page 94 : “The Review was urged in evidence to oblige the online platforms to accept the same legal responsibilities as news publishers, including legal liability for publishing false stories. But this proposal does
not recognise the fundamental difference between distributors of news content, such as the platforms,
and creators of content. If platforms were liable for all content on their services, they would be forced to
vet everything they, or users, uploaded, placing strict constraints on what could be shared or surfaced.
The overall effect might well be to reduce the online availability of news, and to harm users (who clearly
value the online platforms’ aggregation services). In other words, this proposal goes too far”.
143 http://www.hurriyetdailynews.com/turkey-launches-probe-into-fake-news-over-lira-rumors-135729
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5. Oceania
On 10 December 2018, Australia’s Competition and Consumer Commission (ACCC)
released a report, containing 11 preliminary recommendations for a regulatory body to
be set up to monitor tech giants Facebook and Google, and to report on the criteria they
use to determine what content to show to users.
The report is the result of work started a year earlier, when Scott Morrison, the ACCC’s
treasurer at the time, directed it to inquire into “the impact of online search engines,
social media and digital content aggregators (digital platforms) on competition in the
media and advertising services markets,” and to “look at the implications of these impacts for media content creators, advertisers and consumers and, in particular, to consider the impact on news and journalistic content.”
ACCC chair Rod Sims held a press conference to present the release of the Digital Platforms Inquiry Preliminary Report,144 and commented that “it is quite interesting that
companies that have traditionally not wanted to take responsibility for content are so
influential now in what content Australians see.”
The proposed new regulator should analyze the activities of tech giants and their undue influence on society from several points of view, ranging from their facilitating the
spread of disinformation to antitrust practices, copyright infringements, obscure commercial practices and abuse of private data.
Sims said the ACCC considers Google and Facebook “almost” as publishers, because
“they do have a large role in what people do and don’t see, how they see it, and the order
they see it in.” He added that a solution is needed to the problem of totally unregulated
entities playing such a significant role.
A final report is expected to be published in June 2019.

144 https://www.accc.gov.au/system/files/ACCC%20Digital%20Platforms%20Inquiry%20-%20Preliminary%20
Report.pdf
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IV. Concluding remarks
The analysis of the measures proposed by countries around the world reveals evidence
of at least three issues.
First, the issue of tackling disinformation through regulation is strictly connected to
the level of freedom of expression and information granted in a country, which in turn
are the basis of a democratic society. Indeed, established democracies have proved
themselves to be very cautious in taking steps to regulate misinformation, arguably
for concerns over preserving democratic values and civil liberties. Anti-disinformation
laws are especially widespread in Africa and in Asia, where they tend to pursue increased surveillance over online activities, and generally hinder the population’s freedom online.
Second, it appears evident, especially in the experiences of France and the UK, that it is
of foremost importance to agree on a proper notion of “fake news,” before introducing
to the judicial code any crimes related to misinformation.
A third, extremely important, issue regards who should be in charge of removing disinformation from the Internet and, in particular, whether such a task belongs to public
or private entities. This paper shows that states have explored different solutions, from
ascribing the whole responsibility of evaluating and acting upon notices of criminal
content to platforms, to foreseeing judicial oversight, to providing for a special judicial
procedure related to the spread of disinformation during elections.
It seems at any rate safe to say that democracies at all stages of development feel that
disinformation threatens their systems, and it needs to be regulated.
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